Abstract. Although watermarking techniques have been successfully applied to natural images and videos, little progress is made in the area of graphics animation. In particular, the MPEG-4 dynamic 2D mesh that provides efficient coding for animated graphics data imposes several realistic constraints for watermarking. In this paper, we propose a robust watermarking technique for MPEG-4 2D mesh animation. A multiresolution analysis is applied to locate feature motions of the animated mesh. The watermark signal is inserted based on a spread-spectrum approach by perturbing the extracted feature motions. We have also incorporated a spatial-domain registration technique to restore geometrically transformed mesh data. A variety of attacks, including the affine transformation, smoothing, enhancement and attenuation, and random noise, are used to verify the robustness of the proposed system. Experimental results show that our watermarks can withstand the aforementioned attacks. We also compare the performance of several common integer-to-integer wavelet transforms under the proposed framework.
Introduction
In the last decade digital multimedia have proliferated owing to the remarkable growth of PC and Internet. Many content owners, however, are reluctant to offer digital services because their revenues may be jeopardized due to perfect and rapid dissemination of unprotected digital contents. One of the most promising skills proposed for copyright protection is the digital watermarking, which inserts identifiable but usually imperceptible code into the host media. The embedded watermark remains present and detectable when the media are consumed by users, and therefore can be taken for ownership verification.
A digital watermarking system used for copyright protection should satisfy the following requirements [1] :
• Transparency. The perceptual degradation introduced by the watermark should be unnoticeable.
• Robustness. The embedded watermark should remain identifiable unless the attack has rendered the host data useless.
• Security. A watermarking system should be secure in a sense that an unauthorized party is unable to remove the watermark even with full knowledge of the watermarking algorithm.
• Adequate complexity. This issue is critical especially for real-time applications.
Digital watermarking has been extensively developed for images, videos, and audios, either in the original domain or in the transform domain. Among the transformations widely adopted in the literature are the DCT (discrete cosine transform) and the DWT (discrete wavelet transform). Besides the natural image and video data, the synthetic graphics data in terms of the geometric model find many important applications. Two basic attributes, geometry and topology, are associated with a geometric model. In addition to its different constituent components, watermarking of graphics data is more intricate since the perceptual model in this domain is little understood. The pioneering work done by Ohbuchi et al. [2] proposes to embed watermarks on geometric or topological primitives including triangle similarity quadruple, tetrahedral volume ratio, and mesh density pattern. Benedens [3] develops a robust watermarking scheme where the watermark is cast on the surface normal distribution of a polygon model. Praun et al. [4] develop a general spread-spectrum robust mesh watermarking scheme where the watermark is superimposed upon the original mesh by a set of surface basis functions. In [5] , a spectral analysis that derives from the eigen-property of the Kirchhoff matrix is employed for watermarking 3D polygonal meshes. Yin et al. [6] propose to use the Burt-Adelson pyramid to obtain the multiresolution representation of a mesh and embed the watermark information in the coefficients of a suitable scale. All the above techniques are performed on a single frame of polygon models and may not be adequate to be directly applied to animated graphics. Kim el al. [7] propose a watermarking scheme for the articulated figure, in which the position, orientation, and a rigid transformation of a body segment are specified. They develop a temporal-domain multiresolution framework and insert the watermark by perturbing large detail coefficients. The proposed method is robust against common signal processing and time warping.
In contrast of the former MPEG-1 and MPEG-2 standards that focuses on efficient compression of frame-based natural audio-visual data, the emerging MPEG-4 standard encompasses the synthetic media within an object-based framework [8] . For example, an MEPG-4 dynamic 2D mesh uses a temporal sequence of 2D triangular meshes to tessellate a 2D visual object plane into triangular patches. The dynamic 2D mesh can be used to create 2D animations by mapping texture onto successive meshes. One such example is shown in Fig. 1 , in which the frame is composed of three different objects, namely the fish mesh, the fish texture, and the 'MPEG-4' banner. In this paper, we purpose a robust watermark algorithm for MPEG-4 2D mesh animation. In addition to the possible wide adoption of MPEG-4, the mesh object is chosen because it is regarded as the "lowest common denominator" of surface representations [4] . The proposed approach is most similar to Kim's method [7] since both employ a temporal-domain multiresolution analysis. Instead of focusing on the articulated figure, however, we consider the general 2D triangular mesh animation as the watermarking target and consequently have different embedding and detection procedures. A pyramidal wavelet transform is taken for decomposing the mesh data into a coarse base signal and the detail motion signals. We embed a binary watermark sequence by modifying the motion signals of a proper scale and test the algorithm by a variety of possible attacks. Our watermarking approach is private in the sense that the original mesh is required for watermark extraction. The ownership of the 2D mesh in dispute is verified based on a similarity test of the extracted pattern and the embedded watermark. Similar to other wavelet-based systems, the choice of wavelet filter bases generally affects the system's performance. We evaluate a number of common wavelet bases under the same multiresolution watermarking framework.
The rest of the paper is organized as follows. In section 2, we introduce the multiresolution analysis required for MPEG-4 2D mesh animation. Section 3 addresses the proposed temporal-domain watermarking approach. Simulation results are presented next, followed by the conclusion.
Multiresolution Analysis for MPEG-4 2D Mesh Animation

MPEG-4 Dynamic 2D Mesh Coding
A MPEG-4 dynamic 2D mesh consists of a temporal sequence of 2D triangular meshes, called the mesh object planes (MOPs). Each MOP in a sequence has the same topology with time-varying node point locations. The geometry of the first MOP in a sequence is intra-coded, followed by predictive-coded MOPs where only the motion vectors of the node points with respect to the previous MOP are recorded. Mesh node point locations and motion vectors are coded with half pixel accuracy. The triangles and nodes for the initial intra-coded MOP are traversed in a breath-first order that remains unchanged for the subsequent predictive-coded MOPs.
New challenges arise for developing efficient watermarking schemes of the MPEG-4 2D mesh animation due to the following factors: 1. Animation nature Most of the previous efforts on polygon watermarking have been focused on single frames, except for the Kim's work. For an animated 2D mesh composed of a group of tightly related MOPs, applying independent watermarking on each MOP is awkward and inefficient. 2. Planar constraint A 2D model can be regarded as a reduction of a 3D model. Many 3D watermarking techniques employ some features pertinent only for 3D models (such as the surface normals) and therefore cannot be applied to the degenerate 2D case.
Quantization effect
The node point locations in an MPEG-4 dynamic 2D mesh are represented with half pixel accuracy while most of the previous work assumes unrestricted precision. The inherent quantization error makes the bulk of known watermarking schemes less effective. 
Temporal-Domain Wavelet Transform
Choice of Wavelet Filters
The choice of wavelet filter banks generally affects the performance of a transformbased watermarking system. Besides the requirements such as good time-frequency localization, regularity, and orthogonality (or biorthogonality), the linear phase (symmetry) constraint is often imposed to avoid coefficient expansion. As a consequence, the linear-phase biorthogonal wavelets in conjunction with symmetric extensions are widely used in practice. Furthermore, linear-phase biorthogonal wavelet transforms can be efficiently implemented in the lifting framework [9] . In this paper, we consider the reversible integer-to-integer filters given in [10] for performance evaluation. Additional results for Lazy and Haar filters are also included for purposes of comparison.
Watermarking Process
Watermark Embedding
A p-level multiresolution analysis is first performed. Among all the wavelet subbands, we decide to embed the watermark in the highest-scale detail subband, i.e., the H-p subband. The decision is made based on the following observations. Embedding a watermark in the base signal changes the average value and consequently usually results in visible artifacts. On the other hand, a watermark embedded in the low-scale motion details is more vulnerable to attacks since the coefficients in these subbands represent the local and fine characteristics and are usually smaller. In the latter experiments, we vary the value of p to clarify this point. A secret key is used to generate the watermark w = {w(i), i = 1, 2, …, k}, a binary M-sequence of length k bits. Msequences are selected owing to their good correlation properties. We select k wavelet coefficients with sufficiently large magnitude from the H-p subband. The watermark bit is embedded as follows. Depending on w(i) equal to 1 or 0, we increase or decrease the magnitude of the corresponding wavelet coefficient. To avoid visible degradation, modification of a pre-determined strength is made upon the wavelet coefficient by changing its horizontal or vertical component whichever has a larger magnitude. The keys used to generating the watermark and watermarking locations along with the original mesh are confidentially stored for future watermark verification.
Mesh Registration
It has been observed that geometric transformations, though hardly affect visual quality, could defeat many watermarking schemes by breaking the synchronization between the watermarked and original data. To circumvent this problem, we employ a mesh registration technique [11] to restore the geometrically transformed data. We assume that the test mesh undergoes an affine transformation T:(x, y)→(x', y') specified by the following linear transformation in homogeneous coordinates
where γ is the scaling factor, α is the rotation angle, and (tx, ty) is the displacement vector. The four parameters γ, α, and (tx, ty) are solved from the least-squares approximation of the mapping from the original unwatermarked mesh to the test mesh.
Watermark Extraction and Verification
After performing mesh registration, the mesh under suspicion takes the DWT to restore the wavelet coefficients. Each watermark bit is extracted by hard decision, that is, a bit is declared to be 1 (or 0) when the corresponding embedding component is larger or no larger (in magnitude) than that in the original mesh. Collecting all the extracted k bits v, we measure the similarity between v and the original watermark signal w by the bit error rate (BER), which is calculated as
where the numerator denotes the number of bits that v and w differ.
Simulation Results
The proposed system is evaluated against a variety of attacks:
• Affine transformation, rotation, scaling, translation, and a combination of the above • Temporal smoothing by a low-pass filter with impulse response {1/4, 1/2, 1/4}.
• Enhancement and attenuation by modifying the two lowest-scale subbands by a factor of 1.5 and 0.6, respectively.
• Random noise. 20% of the node points are added with noise with strength equal to 1 pixel or 2 pixels. We will denote the noise strength by N, and so N = 1 or N = 2. Noise strength greater than 2 will introduce severe visual degradation for mesh animation. One of the attacked meshes is shown in Fig. 2(c) . The evaluation is conducted for "Mesh12", an MPEG-4 conformance testing bitstream for 2D mesh animation. We choose consecutive 128 MOPs from the video where there are 120 node points and 187 triangles on each MOP. The 28 th MOP of "Mesh12" is shown in Fig 2(a) . The embedded watermark is 127 bits long, and is evenly distributed on the frames of the H-p subband for p-level decomposition. In order to examine the effects of embedding scales and wavelet filters, we test all the filters for decomposition level p = 2, 4, and 6. For fair comparison, we adjust the watermark strength to make the watermarked mesh have approximately the same MSMD (= 0.01). Note that the introduced watermark is unnoticeable, as is shown in Fig. 2(b) .
The proposed scheme is in general very robust against affine transformation, temporal smoothing, and enhancement and attenuation, where almost all tests yield a zero BER. The BER results for random noise are given in Table 1 and Table 2 , where a ten-time average is computed. The resulting MSMD is 0.47 and 1.86 for N = 1 and N = 2, respectively. Embedding in a higher scale (i.e., a larger p) offers better robustness against random noise. Since the random noise can be regarded as a short-term jamming, a higher-scale watermark persists longer and is thus more resilient. Among all the examined wavelet filters, the trivial Lazy wavelet is especially bad in performance for N = 2 whereas all the others make only minor differences. 
Conclusion
In this paper we have realized a robust digital watermarking scheme for MPEG-4 2D mesh animation. We exploit the multiresolution capability of wavelet transform to locate the feature motions of an animated mesh. By embedding the watermark in the salient motion signals within a selected subband, the proposed scheme with spatialdomain registration demonstrates high robustness against a variety of attacks. We have evaluated our system under different selection of embedding scales and wavelet filters. Experimental results show that embedding in a higher scale using nontrivial wavelet transforms gives good performance.
